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Abstract. Whistleblowing is an effective tool to fight corruption and expose 

wrongdoing in governments and corporations. Insiders who are willing to report 

misconduct, called whistleblowers, often seek to reach a recipient who can dis-

seminate the relevant information to the public. However, whistleblowers often 

face many challenges to protect themselves from retaliation when using the ex-

isting (centralized) whistleblowing platforms. This study discusses several asso-

ciated risks of whistleblowing when communicating with third parties using web-

forms of newspapers, trusted organizations like WikiLeaks, or whistleblowing 

software like GlobaLeaks or SecureDrop. Then, this study proposes an outlook 

to a solution using decentralized systems to mitigate these risks using Block-

chain, Smart Contracts, Distributed File Synchronization and Sharing (DFSS), 

and Distributed Domain Name Systems (DDNS). 
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1 Introduction 

By all indications, the topic of whistleblowing has been gaining extensive media atten-

tion since the financial crisis in 2008, which ignited a crackdown on the corruption of 

institutions [1]. However, some whistleblowers have also become discouraged by the 

negative association with the term [2], although numerous studies show that whistle-

blowers have often revealed misconduct of public interest [3]. Therefore, researchers 

like [3] argue that we - the community of citizens - must protect whistleblowers. Addi-

tionally, some researchers, such as [1], claim that, although not perfect, we should re-

ward whistleblowers financially to incentivize them to speak out to fight corruption [1]. 

Despite that, many European countries, for example Germany or Switzerland, do not 

offer monetary rewards or even sufficient protection for whistleblowers. Recently, the 

Swiss parliament rejected a bill, for the second time, to provide whistleblowers with 

protection, which many Swiss whistleblowers were longing for, especially after some 

lost their jobs and others were sentenced to prison [4]. 
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As a baseline, this study investigates the existing (online) whistleblowing platforms. 

In particular, it analyzes their security risks on whistleblowers’ anonymity. As main 

contribution, this study suggests improvements that tackle the challenge of protecting 

the identity of whistleblowers and rewarding them at the same time while being anon-

ymous. To achieve the goal of protecting and rewarding whistleblowers without reveal-

ing their identity, newer distributed systems technologies such as Blockchain, Smart 

Contracts, Distributed File Synchronization and Sharing (DFSS), and Distributed Do-

main Name Systems (DDNS) are investigated.  

As methodological framework, the Design Science Research (DSR) approach by [5] 

was followed. Widely applied in Information Systems research, DSR aims at generating 

an artifact to accomplish the goal of solving a problem efficiently and effectively [6]. 

The framework ensures a strong relationship between the research work, the environ-

ment and the knowledge base. To gather and investigate the existing knowledge, a lit-

erature review on whistleblowing was conducted applying the criteria suggested by [6]. 

First, keywords such as ‘risks of whistleblowing’, ‘problems of whistleblowing’, or 

‘safe whistleblowing’ were used. In a second step, further keywords e.g., ‘whistleblow-

ing technologies’, ‘platforms for whistleblowing’, or ‘whistleblowing’ combined with 

‘newspapers’ enabled identification of existing platforms. Academic literature (peer-

reviewed journals, books) were in focus, enriched by grey literature. 

2 Whistleblowing 

Whistleblowing is an action of a former or current member/group of members of an 

organization who discloses information concerning illegal or immoral conduct of its 

employers to other entities that are able to act on this information [7]. Although  widely 

accepted and cited in many papers, some academics regard this definition to be prob-

lematic, as it takes into account both internal and external disclosure of information of 

being a whistleblowing activity [8]. For instance, [9] considers an information leak as 

whistleblowing only when it is leaked to external parties, such as the media or govern-

ment officials [9]. By contrast, [7] argue that internal whistleblowing could be a good 

measure to correct the wrongdoing within an organization and leading to upper man-

agement dealing with the illegal/immoral activity without disclosing this to the public. 

This study considers whistleblowing to consist of five technically essential steps re-

ferred to as ‘whistleblowing process’ [8-10]: 

I. A whistleblower reports misconduct anonymously.

II. Then, a medium of whistleblowing receives the report.

III. Later an interested party receives the report.

IV. Afterward, a channel of communication between the whistleblower

and the interested party is facilitated.

V. Finally, a payment service for the whistleblower is enabled while the

whistleblower still being anonymous.
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2.1 Existing Whistleblowing Platforms 

In this section, we review the existing most widely known whistleblowing platforms. 

Even though hotlines, case management software, and emails can be used as solutions, 

we will only consider platforms that (try to) preserve, the whistleblower’s privacy from 

a technical perspective. For that reason, we look at: 

1) Client/Server web forms. Use case: Local newspapers in Switzerland.

2) Well-known whistleblowing organizations. Use case: WikiLeaks.

3) Whistleblowing open-source software. Use cases: SecureDrop and GlobaLeaks.

2.2 Use Case 1: Whistleblowing through Web Forms 

One way to ‘blow the whistle’ is to contact a journalist of a local newspaper and com-

municate information about the witnessed wrongdoing. Some newspapers, depending 

on the budget and interest, offer a website ‘as a service’ for whistleblowers to contact 

them while others do not. Many Swiss local newspapers rely on contact forms to receive 

tips and offer no clear way to communicate with them other than that. For example, in 

Switzerland, eleven local newspapers were examined or contacted to investigate their 

whistleblowing tips-receiving process (see Table 1). None of the investigated newspa-

pers had a sufficiently secure method. Instead, newspapers offer a web form − usually 

a named contact form − that can be used for any communication purpose. 

Table 1. Swiss newspapers whistleblowing tips-receiving methods (examples). 

Newspaper Whistleblowing Method 
20 Minuten Community: https://www.20min.ch/community/leser_reporter/ 

People can upload photos or videos with a limited short message 

Blick No method was found. 

Tagesanzeiger contact form: https://abo.tagesanzeiger.ch/tamstorefront/contact 

Neue Zürcher Zeitung contact form: https://abo.nzz.ch/kontakt/ 

Watson contacts found: https://www.watson.ch/u/impressum 

Le Matin contacts found: https://www.lematin.ch/services/divers/Impres-
sum/story/24227737 

Basler Zeitung contact form: https://abo.bazonline.ch/tamstorefront/contact 

Le Temps contact form: https://www.letemps.ch/contact 

SWI- Swiss Info contact form: https://www.swissinfo.ch/contact/ger/42718408 

Berner Zeitung contact form: https://abo.bernerzeitung.ch/tamstorefront/contact 

2.3 Use Case 2: Whistleblowing Organizations: WikiLeaks 

WikiLeaks is an international non-profit organization publishing classified docu-

ments provided by whistleblowers to their platform [10]. WikiLeaks was founded in 

2006 and caught the attention the next year when it released the manuals of Guan-

tanamo’s corrections officers’ manuals. Although WikiLeaks started as an international 
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organization that collaborated with whistleblowers worldwide, over time it shifted its 

focus to the United States only [11]. 

2.4 Use Case 3: Whistleblowing Software: SecureDrop and GlobaLeaks 

Currently, two well-known open-source software projects to support whistleblowing 

exist: GlobaLeaks [12] and SecureDrop [13]. SecureDrop is an application organiza-

tions can choose and install to receive documents from anonymous sources over the 

internet [14]. SecureDrop’s development started in 2013 under the name DeadDrop in 

the period when WikiLeaks file submission software was down [14]. It was later re-

named to SecureDrop after the ‘Freedom of the Press Foundation’ took over the man-

agement [15]. Unlike SecureDrop, GlobaLeaks enables non-tech-savvies to set up a 

secure whistleblowing system, which is considered by some researchers to be more 

user-friendly compared to SecureDrop and simpler in terms of architecture (e.g., [16]). 

GlobaLeaks has many instances that operate separately. Thus, it is not centralized in 

the sense that every node has its own documents, and taking down one node does not 

affect the others [17]. 

3 Risks of Whistleblowing 

This section discusses the risks whistleblowers face when leaking information via 

existing whistleblowing platforms. The risks were identified by means of a systematic 

literature review described in section 1. Collected results were evaluated as recom-

mended by [6], and lead to a categorization summarized in Table 2. 

Table 2. Risks of whistleblowing 

Risk Description 
R1: Anonymity of 

 Whistleblowers 

Whistleblowers’ identity can be revealed through several methods, 

which can lead to retaliation against them. 

R2: Integrity of 

 Information 

Disclosures of whistleblowers can be altered, which can lead to 

false information being published. 

R3: Confidentiality 

 of Disclosures 

Hackers can eavesdrop on the communication between whistle-

blowers and receivers like journalists. 

R4: Availability 

 of Service 

A platform can be out of service due to a DDoS attack on its serv-

ers, which prevents whistleblowers from using it. 

Other Risks: Usability, the authenticity of the information, plausible deniability 

of whistleblowers. 

3.1 R1: Anonymity of Whistleblowers 

Anonymity is defined as an assurance that a subject’s identity cannot be inferred 

from exposed data [18]. Even though there exist cases, where whistleblowers open up 

to the public, revealing identity is generally not desirable. Stiff reprisal and retaliation 
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from the accused wrongdoers could be the consequences making anonymity a vital re-

quirement.  

Anonymity when using web forms: Newspapers 

As described in section 2.2, most investigated newspapers offer email channel, sub-

mission forms, or similar web services for whistleblowers to contact them. Most of 

these online services are part of a client/server architecture entailing several anonymity 

risks. Examples are WebRTC (IP) leak, DNS leak [19], unauthorized eavesdropping 

[20], or IP spoofing [21]. The nature of these risks is discussed extensively in the liter-

ature (e.g., [22]). Another aspect is revealing the communication between whistleblow-

ers and the journalist from the intended newspaper. If this communication takes place 

using an email service, the security of this communication depends on the safety of the 

email server. According to an interview with an investigative journalist, most journal-

ists use mobile applications such as Signal or WhatsApp to communicate with whistle-

blowers. These apps incorporate end-to-end encryption but require the whistleblower’s 

phone number, which could lead to subject identification [23]. 

Anonymity in whistleblowing organizations: WikiLeaks 

WikiLeaks offers an onion address to its users and accepts leaks only through their 

onion address, which means users are forced to use a so-called Tor browser [24]. The 

problem of onion addresses is that they are not readable by humans. Consequently, 

users usually access wikileaks.org to get a copy of the onion address. This step presents 

them with the risk of being identified in case anonymization measures such as Tor are 

not used. WikiLeaks does not encrypt the files whistleblowers submit on the client-side, 

but claims the data encryption to happen on server-side. Yet since the WikiLeaks plat-

form is not open-source, it is not possible to confirm the encryption. A malicious ob-

server out of the whistleblower network, the service provider, could potentially eaves-

drop on the whistleblower and access the data before it reaches the server (eavesdrop-

ping attack) [25]. Moreover, whistleblowers must trust the WikiLeaks server admins to 

handle their files with specific care to ensure the anonymity of their identity. This means 

some sort of a trust level is required in the WikiLeaks setup. 

The anonymity of Whistleblowing software: SecureDrop & GlobaLeaks 

Both solutions offer server-side encryption only, which protects the data from a po-

tential breach but not from a possible malicious system administrator [26], [27]. Se-

cureDrop can be considered to offer superior anonymity due to its secure methods in 

handling whistleblowing cases, in which journalists are required to decrypt files using 

a machine that is not connected to the internet [14]. 

3.2 R2: Integrity of Information 

Information integrity is the assurance that information has not been altered through-

out its whole lifecycle by an unauthorized party [28]. In a whistleblowing context, this 

means that the disclosures of whistleblowers do not get modified without their 
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knowledge and acceptance [23]. Integrity can be compromised by attacks such as Sa-

lami, Data diddling, Man-in-the-middle, or Session hijacking attacks [29]. 

Integrity when using web forms: Newspapers 

In the surveyed newspapers (see Table 1), usage of HyperText Transfer Protocol 

Secure (HTTPs) − an extension and more secure version of the older HyperText Trans-

fer Protocol (HTTP) − was observed to be the common case [30]. This way, in theory, 

the information whistleblowers provide by submitting online forms can be preserved 

and stored unaltered, assuming none of the previously mentioned attacks are executed. 

Integrity in whistleblowing organizations: WikiLeaks 

WikiLeaks employs Tor for its submission form. According to [31], the file-upload 

system applied by WikiLeaks protects the submission of whistleblowers from any net-

work eavesdropping [31]. However, [32] argues that there is no way for readers to as-

sure that the materials released by WikiLeaks are unaltered. According to [32], readers 

could nevertheless trust the platform. This claim is based on actions taken by WikiLeaks 

in the past when they refused to delete sensitive data of whistleblowers’ disclosures. 

Integrity of whistleblowing software: SecureDrop & GlobaLeaks 

Similar to WikiLeaks, both software employ Tor and HTTPs to receive disclosures 

from whistleblowers [33]. Nevertheless, according to SecureDrop’s documentation 

[33], assumptions are made to guarantee safety. As an example it is stated: “The admin 

and the journalist act reasonably and in good faith.” [33]. This claim is hard to ensure. 

3.3 R3: Confidentiality of Disclosures 

Confidentiality in a data context is an attribute that means information must not be 

made available or disclosed to unauthorized or unintentional parties in a readable for-

mat [34]. According to [35], if information confidentiality concerns are low, this infor-

mation is considered public or unthreatening if revealed beyond the intended audience. 

Regarding whistleblowing, the disclosures, and the communication messages between 

whistleblowers and third parties, i.e., the potential publishers, must be confidential in 

order to avoid exposure of identity information. 

Confidentiality when using web forms: Newspapers 

When whistleblowers submit documents to a newspaper using a web form, the con-

fidentiality property can be violated in case the system admin, as an example, reads the 

content of the submission. Even though it is safe to assume that whistleblowers are 

aiming at making their information public, and therefore do not have confidentiality 

requirements for their submission [23], some disclosures require a specific publisher to 

gain access to the information first. However, if a web form is used to transmit the leak, 

confidentiality could be jeopardized in case of successful attacks, such as the Man-in-

the-middle, packet sniffing, or password attack [36]. 

Confidentiality in whistleblowing organizations: WikiLeaks 

Whistleblowers submitting disclosures to WikiLeaks have to expect that all of their 

journalists get access to the transmitted data [37]. A whistleblower cannot declare to 
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which employee of WikiLeaks the case is assigned. Consequently, it is assumed that 

whistleblowers are indifferent to whom handles that case inside WikiLeaks organization 

since they technically lose ownership of the case when they hand it in. Therefore, the 

confidentiality property is solely dependent on the reliability of the submission system 

that WikiLeaks offer. 

The Confidentiality of Whistleblowing software: SecureDrop & GlobaLeaks 

As a means to ensure confidentiality, SecureDrop recommends, but not enforces, the 

Tails operation system for any hardware journalists use to connect to the SecureDrop 

server [33]. The Airgrapped Area by contrast applies the use of Tails to secure the 

decryption process of submissions that were encrypted on the server-side. Moreover, 

whistleblowers can communicate with the recipients using the same protocol [33]. 

Thus, it can be considered that SecureDrop guarantees that the transmitted data, both 

submissions, and communications, are only read by the party with which the whistle-

blower intended to communicate. The backend solution of GlobaLeaks enables the 

whistleblowers to communicate with the recipients of their submission using com-

ments, which are visible to all parties in that context, i.e., both the whistleblower and 

the recipients [38]. The interaction and communication of the whistleblowers can take 

place anonymously thanks to the Tor service that GlobaLeaks employs. 

3.4 R4: Availability of Service 

Availability is “the degree to which a system, subsystem or equipment is in a speci-

fied operable and committable state at the start of a mission when the mission is called 

for a random time” [39]. In other words, unavailability is the probability of the inability 

of a user to access specific data or resources. Since whistleblowing can be time-sensi-

tive, platforms must be available at any time.  

Availability when using web forms: use case Newspapers 

The availability of a webform is connected to the availability of the underlying in-

frastructure. One of the most well-known attacks on the availability of a website is a 

Denial-of-Service (DoS) or the more threatening version of it, the Distributed DoS at-

tack (DDoS) [40]. In general, large, well-known newspapers utilizing client/server ar-

chitecture might be appealing targets for attackers.  

Availability in whistleblowing organizations: WikiLeaks 

WikiLeaks has a long history of DDos attacks. The first documented attack was in 

November 2010 [41], followed by another one in December 2010 when Anonymous 

hacktivists attacked WikiLeaks using a DDos attack [42]. Later in 2012, WikiLeaks suf-

fered from multiple DDos attacks that lasted at some point up to four days [43]. 

The Availability of Whistleblowing software: SecureDrop & GlobaLeaks 

In their documentation, GlobaLeaks states that the software has resiliency to avoid 

application and database DoS [26]. GlobaLeaks achieves that by putting limits on the 

automation of operation and enforcing human interaction [26]. However, some of these 

measures are browser-based, which means that browser-independent attacks can still 
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compromise availability. For example, in their audit security audit, [44] found that up-

loading a large file is prevented only from the browser side, and no mechanisms were 

found to stop attacks that are browser-independent. In the most recent security impact 

assessment of SecureDrop conducted by a third party, no significant threats were found 

regarding availability [45]. However, SecureDrop states that an attacker could gener-

ally compromise the availability of a server by uploading a large number of documents 

using different identities [33].  

4 Potential Mitigation Solution 

One potential improvement to the existing whistleblowing platforms would be inte-

grating distributed systems technologies such as Blockchain and Smart Contracts. Their 

specific characteristics can help to overcome the risks of whistleblowing mentioned in 

Table 2. For example, Blockchain offers an immutable decentralized ledger stored on 

several nodes [46]. This can be utilized to prevent government censorship. The decen-

tralized architecture allows for eliminating the need for a governing third party, which 

implies an unbiased administration of the software running on top of a Blockchain [47]. 

Moreover, due to its distributed architecture, Blockchain technology can prevent DDos 

attacks [48]. In addition, Blockchain addresses are pseudonymous, which means that 

users’ accounts are not linked to their personally identifying information by nature [49]. 

The pseudonymous addresses can be employed to provide whistleblowers with the re-

quired privacy. To enable users to interact with the Blockchain, Smart Contracts are to 

be deployed to facilitate the communication and transactions between whistleblowers 

and other parties like journalists. The code of Smart Contracts in Ethereum is public by 

nature and, depending on its purpose, can facilitate buying and selling activities using 

cryptocurrencies, which are digital currencies that use encryption to regulate fund trans-

actions [50]. Cryptocurrencies can be employed to enable rewarding whistleblowers 

without revealing their identities.  

Fig. 1. The landscape of a decentralized whistleblowing prototype 
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Figure 1 illustrates a high-level decentralized landscape of our suggested solution 

named Whistled. To enable whistleblowers to interact with Smart Contracts familiarly, 

a frontend and website are needed. A domain is necessary to host this website. How-

ever, accessing the frontend using a traditional domain name bought from a domain 

provider can compromise the decentralization of the whistleblowing platform. This is 

a risk since a domain provider can take down any domain when requested by an au-

thority [51]. Therefore, a decentralized domain name, also known as a Blockchain do-

main, is recommended to control the frontend of the Whistled platform. The content of 

a Blockchain domain resides on a decentralized file system known as IPFS, which is a 

DFSS. IPFS is a peer-to-peer network that offers redundancy and, just like Blockchain, 

is decentralized [52]. Thus, the content that whistleblowers provide, and the content of 

the frontend of the platform will be stored on IPFS to prevent censorship and improve 

the continuity factor of the platform. Although leaks are published, the files submitted 

by whistleblowers will be encrypted, making them unreadable for unauthorized parties. 

5 Conclusion 

This study has investigated improving the whistleblowing process by employing a 

combination of distributed system technologies. Multiple risks of whistleblowing plat-

forms − WikiLeaks, SecureDrop, GlobaLeaks − and of newspapers’ whistleblowing 

offerings were identified and analyzed. These risks include compromising the anonym-

ity of whistleblowers and, in the least, the integrity, confidentiality, availability of in-

formation provided. To mitigate these risks, a decentralized platform has been sug-

gested, in which Smart Contracts, Blockchain domains, and file sharing and synchro-

nization play a role to prevent censorship, increase privacy, and guarantee continuity.  

To realize the prototype based on Blockchain technology and Smart Contracts, a 

detailed architecture must be created based on technology selections, where the proto-

type elements are divided into business logic and frontend realization. Blockchain wal-

lets can be used as a zero-knowledge identification tool to anonymize whistleblowers 

and transfer tokens between them and third parties. In addition, Smart Contracts can 

enable the implementation of the derived use cases such as submitting, viewing, receiv-

ing of whistleblowers’ cases, and rewarding whistleblowers by transferring tokens to 

them when needed.  
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